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Important

The following functions are for reference only. Some series products may not support all the
functions listed below.



Cybersecurity Recommendations

Mandatory actions to be taken towards cybersecurity
1. Change Passwords and Use Strong Passwords:

The number one reason systems get fihackedo is due to having Wwe
recommended to change default passwords immediately and choose a strong password whenever
possible. A strong password should be made up of at least 8 characters and a combination of special
characters, numbers, and upper and lower case letters.
2. Update Firmware
As is standard procedure in the tech-industry, we recommend keeping NVR, DVR, and IP camera
firmware up-to-date to ensure the system is current with the latest security patches and fixes.
ANice to haved recommendations to improve your netw
1. Change Passwords Regularly
Regularly change the credentials to your devices to help ensure that only authorized users are able to
access the system.
2. Change Default HTTP and TCP Ports:
., Change default HTTP and TCP ports for systems. These are the two ports used to communicate
and to view video feeds remotely.
These ports can be changed to any set of numbers between 1025-65535. Avoiding the default ports
reduces the risk of outsiders being able to guess which ports you are using.
3. Enable HTTPS/SSL:
Set up an SSL Certificate to enable HTTPS. This will encrypt all communication between your devices
and recorder.
4. Enable IP Filter:
Enabling your IP filter will prevent everyone, except those with specified IP addresses, from accessing
the system.
5. Change ONVIF Password:
On ol der | P Camera firmware, the ONVIF password do
credenti al s. You wil |l need to eit htestrevisipndoa mmanualty he ¢

change the ONVIF password.
6. Forward Only Ports You Need:
., Only forward the HTTP and TCP ports that you need to use. Do not forward a huge range of

numbers to the device. Do not DMZ the device's IP address.
You do not need to forward any ports for individual cameras if they are all connected to a recorder



on site; just the NVR is needed.
7. Disable Auto-Login on SmartPSS:
Those using SmartPSS to view their system and on a computer that is used by multiple people should
disable auto-login. This adds a layer of security to prevent users without the appropriate credentials
from accessing the system.
8. Use a Different Username and Password for SmartPSS:
In the event that your social media, bank, email, etc. account is compromised, you would not want
someone collecting those passwords and trying them out on your video surveillance system. Using a
different username and password for your security system will make it more difficult for someone to
guess their way into your system.
9. Limit Features of Guest Accounts:
If your system is set up for multiple users, ensure that each user only has rights to features and
functions they need to use to perform their job.
10. UPnP:
. UPnP will automatically try to forward ports in your router or modem. Normally this would be a good
thing. However, if your system automatically forwards the ports and you leave the credentials
defaulted, you may end up with unwanted visitors.
If you manually forwarded the HTTP and TCP ports in your router/modem, this feature should be
turned off regardless. Disabling UPnP is recommended when the function is not used in real
applications.
11. SNMP:
Disable SNMP if you are not using it. If you are using SNMP, you should do so only temporarily, for
tracing and testing purposes only.
12. Multicast:
Multicast is used to share video streams between two recorders. Currently there are no known issues
involving Multicast, but if you are not using this feature, deactivation can enhance your network security.
13. Check the Log:
If you suspect that someone has gained unauthorized access to your system, you can check the system
log. The system log will show you which IP addresses were used to login to your system and what was
accessed.
14. Physically Lock Down the Device:
Ideally, you want to prevent any unauthorized physical access to your system. The best way to achieve
this is to install the recorder in a lockbox, locking server rack, or in a room that is behind a lock and key.
15. Connect IP Cameras to the PoE Ports on the Back of an NVR:
Cameras connected to the PoE ports on the back of an NVR are isolated from the outside world and
cannot be accessed directly.
16. Isolate NVR and IP Camera Network



The network your NVR and IP camera resides on should not be the same network as your public
computer network. This will prevent any visitors or unwanted guests from getting access to the same
network the security system needs in order to function properly.

Privacy Protection Notice

As the device user or data controller, you might collect personal data of other such as face, fingerprints,
car plate number, Email address, phone number, GPS and so on. You need to be in compliance with the
local privacy protection laws and regulations to protect the legitimate rights and interests of other people
by implementing measures include but not limited to: providing clear and visible identification to inform
data subject the existence of surveillance area and providing related contact.

About the Manual

The Manual is for reference only. If there is inconsistency between the Manual and the actual
product, the actual product shall prevail.

We are not liable for any loss caused by the operations that do not comply with the Manual.

The Manual would be updated according to the latest laws and regulations of related regions. For
detailed information, see the paper manual, CD-ROM, QR code or our official website. If there is
inconsistency between paper manual and the electronic version, the electronic version shall prevail.

All the designs and software are subject to change without prior written notice. The product updates
might cause some differences between the actual product and the Manual. Please contact the
customer service for the latest program and supplementary documentation.

There still might be deviation in technical data, functions and operations description, or errors in
print. If there is any doubt or dispute, please refer to our final explanation.

Upgrade the reader software or try other mainstream reader software if the Manual (in PDF format)
cannot be opened.

All trademarks, registered trademarks and the company names in the Manual are the properties of
their respective owners.

Please visit our website, contact the supplier or customer service if there is any problem occurred
when using the device.

If there is any uncertainty or controversy, please refer to our final explanation.



1 Network Config

1.1 Network Connection

There are mainly two connection modes between network speed dome and PC. See Figure 1-1 and
Figure 1-2.
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Figure 1-2

Note:
The models presented in the figure are for reference only.
In order to describe operation steps more conveniently, both network speed dome and network

5

PTZ camera will be called ACamerao hereinafter.

The IP address of all the intelligent speed domes is 192.168.1.108 by default when they are delivered
out of factory; it needs to plan available IP segment reasonably according to practical network
environment in order to make intelligent speed domes get access to network smoothly. Users can
modify IP address via quick config tool in the disk, please refer to Quick Configuration Tool User manual
for more details.

Live 4



1.2 Log in WEB Interface

1.2.1 Device Initialization

It needs to implement initialization upon the device if it is used for the first time; the steps are shown as

follows:

Step 1

Open IE browser, input IP address of network speed dome in the address bar and press Enter button.
The system will display the interface which is shown in Figure 1-5 after it is successfully connected.

Country/Region Setting

Country/Region Australia -
Language English |Z|
Video Standard PAL [~]

Save

Figure 1-3

Step 2
Click Save, and the Time Zone Setting interface is displayed.
Configure time parameters. See Figure 1-4.

Time Zone Setting

Date Format YYYY-MM-DD (=]
Time Zane {UTC+04-30) Kabul [~]
Current Time 2019-0227  [F 13 : 51 : 36
It will be modified as 2019-02-27 10:21:36

Figure 1-4

Step 3
Click Next.
The Device Initialization interface is displayed.

Live 5



Device Initialization

Username admin

Password | |

Confirm Password | |

Use a password that has 8 to 32 characters, it can be a combination of letter(s),
number({s) and symbol{s) with at least two kinds of them.(please do not use special
symbols like"" ;. &)

Email Address | |
To reset password, please input properly or update in time.

Save

Figure 1-5

Note

Email address function is enabled by default; you can select to disable the function according to the
actual requirement.

Step 4

Enter password, confirm your password.

Device Initialization

Username admin
Password ||oonno|ooonnonooonoon |
Confirm Password |I.lii.l.llii.l.l|i..l |

Use a password that has & to 32 characters, it can be a combination of letter(s),
number(s) and symbol(s) with at least two kinds of them.(please do not use special
symbols like"™; - &)

Email Address | |
To reset password, please input properly or update in time.

Save

Figure 1-6

Note

The password can be set as 8 to 32 nonblank characters, which can be made up of upper case, lower
case, number and special character (exceptfi' 6, i" 0, Ai; 6, A: candin&o), and
of characters. Make sure the new password is in accordance with the confirm password. Please set the
password with high security according to the password intensity prompt.

Step 5

Set the email address which is used to reset password. The config interface is shown in Figure 1-7.

Live 6



Step 6

Device Initialization

Username adrmin
Password ||oonnonoonooo|ooo-oo |
Confirm Password |I.l'..i.l.ll.l.ll'.. |

Use a password that has 8 to 32 characters, it can be a combination of letter(s),
number(s) and symbol(s) with at least two kinds of them.(please do not use special
symbols like"™ ;. &)

Email Address I |
To reset password, please input properly or update in time.

Save

Figure 1-7

Click Save and the End-User License Agreement interface is shown in Figure 1-8.

Step 7

End-User License Agreement

DAHUA SOFTWARE LICENSE AGREEMENT

1. PREAMBLE

IMPORTANT NOTICE, PLEASE READ CAREFULLY:

1.1 This Agreement is a Software License Agreement between you and Zhejiang Dahua Technology Co.,Ltd. (hereinafier referred to as
"Dahua"). Please read this software license agreement (Agreement) carefully before using the Software. By using Dahua Software, you
are deemed to agree to be bound by the terms of this Agreement. If you do not agree to the terms of this Agreement, please do not install
or use the Software, and click the "disagree" button(lf there is any provision for "agree” or "disagree"). If the Software you get is
purchased as part of Dahua device, and you do not agree to the terms of this Agreement, you may return this device/Software within the
return period to Dahua or authorized distributor where you purchased from for a refund, but it should be subject to the Dahua's return
policy.

1.2 Consent to use of data

Certain funrctinns like nushinn undate informatinn mav reanire informatinon from vonr Device tn nrovide corresnnndinn services When von

[ 1 have read and agree to all terms

m|

Figure 1-8

Select | have read and agree to all terms, and then click Next.
The P2P interface is displayed.

Live 7



P2P

4| P2P

To assist you in remotely managing your device, the P2P will be enabled. After enabling P2P and connecting to Internet, we need to
collect IP address, MAC address, device name, device SN, etc. All collected info is used only for the purpose of remote access. If you

dont agree to enable P2P function, please deselectthe check box.

Scan and Download APP

Figure 1-9

Step 8
This is to register your device to P2P, select according to actual requirement, and then click Next.
The Online Upgrade interface is displayed.

Online Upgrade

Auto-check for updates

Automatically notify me when updates are available. The system checks for updates daily.

To inform you of the latest firmware upgrades for your device, we need to collect device info such as IP address. device name, firmware

version, device SN, etc. All collected info is used only for the purposes of verifying device validity and pushing upgrade notifications.

Next

Figure 1-10

Step 9

Select Auto-check for updates according to actual requirement.

This will enable the system to check for upgrade once a day automatically. There will be system notice
if any upgrade is available.

Step 10

Click Next, and the login interface is displayed.

Live 8



Username:

Password: Forgot password?

Login H Cancel

Figure 1-3

1.2.2 First Time Login

You need to download and install the plug-in for the first time login.

Step 1

Enter the user name and the password, and click Login.

Note

If you enter the wrong password for certain times, the account will be locked for a certain period of

time. After the locked time, you can login the web interface again.

., You can set the all owed wrong p 244.3.3lbegatlAcdessines and
Step 2

Download and install the plug-in according to the prompt after login the web interface.

B

@'hua (oo T v | seung | mem ] g |
| orsiean | sosrens | oo oin: P CEEL I=FLLEEIRBODIO

PTZ Control  Joystick

000
0®o0
000

Speed(1-8):

=0

Please click here to download and install the plug-in.
@ Please click here to download and install the plug-in ° Forie c

e =0

PTZ Function
=

& o B e |

Figure 1-4

Step 2
After the plug-in is installed, the web interface refreshed automatically, and the video is display in Live
interface in Figure 1-5.

Live 9



@Jhua

protoco ETECT 2 I=Flascmma0OeIo

PTZ Control

000
0®o0
000

speed(1-5): I

© =0
O
-0
PTZ Function

Scan V|
> [ mse |

Figure 1-5
Note

The Live interface shown in the Manual is for reference only. The actual view shall prevail.

1.2.3 Device Login

Step 1
Open IE browser and input IP address of network speeddome i n t he addr eskEmterbar | tth
will display the interface shown in Figure 1-6 after it is successfully connected.

@lhua

NOLOGY

Username:

Password:

Login I I Cancel

Figure 1-6

Step 2

Please input y our username and passWwagmd, tangentéen WEBI ol
interface.

Note

If you enter the wrong password for certain times, the account will be locked for a certain period of

time. After the locked time, you can login the web interface again.

., You can set the all owed wrong p &d.3.3ibegatlAcdessines and t
Step 3

5

Live 10



Download and install the plug-in according to the prompt after login the web interface. After the
plug-in is installed, the web interface refreshed automatically, and the video is display in Live
interface.

1.2.4 Forget Password

Step 1
Click AForg®t aPals svhcer dsyst em wi | | Pranptswhichaiy shawh m
Figure 1-7.
Prompt
@ You haven't reserved contact information, so it fails to realize self-reset. Please contact local dealer or technical support.
Figure 1-7
Step 2

Click OK to reset the password. Scan the QR code according to the instructions.

Note

If you click OK, your information including phone number, MAC address, device serial, and so on
might be collected.

Reset the password(1/2)

QR code:

Notes(For admin only):

Please use an APP to scan the left QR code to get
special strings. And then send the strings to
support_gpwd@htmicrochip.com.

The security code will be delivered to =@ com

Security code: |

Cancel | |

i}

Figure 1-8

Step 3

Input security code and then click Next. The system wil | di splay the

which is shown in Figure 1-9.

Live 11
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Reset the password(2/2)

Username admin

Password

Use a password that has 8 to 32 characters, it
can be a combination of letter(s), number(s) and

symbol(s) with at least two kinds of them. (please

do not use special symbols like " ;- &)
Confirm Password
Cancel | | Save |
Figure 1-9
Step 4
Set the password of admin user again.
Step 5

Click Save to finish configuration.

Live

Users can implement several operatonson t he ALiI veo ireakttime hoaimrang imguen t he
such as live, snapshot, record and etc.; you can also implement simple PTZ operation.
Click ALiveo to display nHgue2l interface which is s

@hua 3
[y IETTN ICTXTETN EETETEN - IS E

b PTZ Control

000
0o®o
000

Speed(1-8):

© =0

Z

0. | Description

Encode setting column

Video window adjust column

System menu column

Video window function option column
PTZ config column

N <[ < S

Live 12



\ z \ PTZ status column

Table 2-1

2.1 Stream & Protocol Settings

Note
Some models donét support two sub streams
The encode settings interface is shown as in Figure 2-2.

ain Stream Sub Strearm 1 =ILESCET R Frotocol m

Figure 2-2

Please refer to Table 2-2 for detailed information.

Parameter Description

Streaming media protocol connection, under main stream config,

monitor video or not. Generally for storage and monitor.

Sub (Extra) Streaming media_protocol connection, under sub stream _1
config, monitor video or not. When network bandwidth is

insufficient, it substitutes main stream for monitoring.

Sub (Extra) Streaming media_protocol connection, under sub stream _2
config, monitor video or not. When network bandwidth is

insufficient, it substitutes main stream for monitoring.

You can select stream media protocol from the dropdown list.

There are four options: TCP/UDP/RTP Multicast/DHTS

Main stream

stream 1

stream 2

Protocol

Table 2-2
2.1.1 Video Window Adjustment
- E Rl e O0BE B

1 2 3 45 6 7 8 9 101112

Figure 2-3
Parameter Description
1. Image Click the icon of Image Adjustment, and the Image Adjustment interface is
' 9 displayed on the right of the live interface. You can adjust image

Adjustment brightness, contrast, hue, and saturation.

Click the icon of Full Screed to enter full screen mode, and you can double-
click or press Esc to exit.

Click the icon of Fluency, and select the fluency as Realtime, Normal, or
Fluency. By default, it is Normal.

Click the icon of Rules Info, and select Enable or Disable. If you select
4. Rules Info Enable, the intelligent rules will be displayed on the Live interface. By
default, it is enabled.

Click the icon of PTZ to display/hide the PTZ configuration window on the
Live interface.

Click the icon of Anti-aliasing, and you can enable the anti-aliasing function
for thumbnail live view.

2. Full Screen

3. Fluency

5. PTZ

6. Anti-aliasing

Live 13



Parameter Description

Note
The anti-aliasing is off by default.
Click the icon, face comparison results and face image information will be

7. Face

displayed.
8. Video . Click the icon, motor vehicles, non-mot or vehicl es, an
Structuraliz - .
- will be displayed.
ation
9. 1 Split Click the icon, select Panorama Camera or Detail Camera, you will see the
' P video captured by the camera you selected.
. Click the icon, and then you can see videos captured by the Panorama
10. 2 Splits ; .
Camera or Detail Camera at the same time.
11. 4 Splits Click the ica, the screen wilbe split into four screens.

Click thedon, and then you can select PicinPic mode
PicinPicl: Panorama Camera video is displayed in the main window, af
12. PicinPic Detail Camera video is displayed in the subsidiary window.
PicinPic2:Detail Camera video is displayed in the main window, and
Panorama Camera video is displayed in the subsidiary window.

Table 2-3

Image Adjustment

Image Adjustment

Figure 2-4

Parameter Description

It is to adjust monitoring image brightness.

It is to adjust monitoring image contrast.

It is to adjust monitoring image hue.

It is to adjust monitoring image saturation.

— Restore brightness, contrast, saturation and hue to system default settings.

]ﬂﬂﬂ::

Table 2-4

Note
The function can only be used to adjust the brightness, contrast, hue and saturation of the monitoring

Live 14



i mage in WEB clienttngbt Cameda toCgondibi dised t o set
hue and saturation of the device.

Face

Human face snapshots and face attributes are displayed at the right side of the Face interface, and the
face comparison results are displayed at the left side of the Face interface.
Face comparison results: face snapshots, face images in the database, and similarity are
displayed. Click images, detailed information of the person will be displayed.
Face snapshots and face attributes: face snapshots, gender, age, expressions, and more
will be displayed.

Video Structuralization

[

You need to enable video structuralizati on. See

Motor vehicle information (car plate, plate number, color, car brand, and more) is displayed on the
right; people and their non-motor vehicle information (snapshot time, gender, glasses or not, skin
color, vehicle type, vehicle color, and more) is displayed at the bottom.

People and their non-vehicle snapshots can be displayed in single window, two splits, four split,
and PicinPic mode.

Single window

You can switch between panorama camera and detail camera.

Bt @Rl aven B 8B =

Figure 2-5

Live 15



IP PTZ Camera

A ETEE crewvesen B B =
Figure 2-6

Two splits

In this mode, panorama camera video and detail camera video can be watched at the same time.

Figure 2-7

Four Splits

You can adjust positions of each split by pressing the left mouse button and dragging.

Live 16













































































































































































































































































































































































































































